F-Secure Mobile Security ™
for S60

1. YcTaHoBKa M akTuBaLuUS

Mpeobloywas
Bepcus

YcTaHoBKa

AKTnBauus

MpeabigyLyto Bepcuto F-Secure Mobile Security yoanste He TpebyeTcs.
MpoesepsTe napameTtpbl F-Secure Mobile Security nocne yctaHoBKu HOBOW
BEPCUMU.

YT100bI yCTaHOBUTb NpunoxeHue, BbINONMHUTe cnepyioumne p.eﬁcmvm:
° 3arpysauTe cann ycTaHOBKM Ha KOMMbIOTEP N NEPEMECTUTE €ro Ha
YCTPOWCTBO;
e 3arpysuTe chann ycTaHOBKM Ha KOMMbIOTEP U YCTAHOBUTE MPOAYKT C
nomoubto Nokia PC Suite unum
* 3arpysuTe chann ycTaHOBKMN HEMOCPEACTBEHHO HA YCTPONCTBO.
YcTaHoBKa HAYHETCS aBTOMAaTUYECKM.

MNocne 3aBepLieHna yCTaHOBKU nepe3anyctute YCTPOIZCTBO, ecnum 0T06pa3VITCF|
COOTBGTCTBWOLLI,VIVI 3anpoc. Mocne BbINONHEHUS YCTaHOBKU Heobxoanmo
BbINOJTHATb aKTUBaUUKO NPOAYKTA. 3awmTa Bawero YCTDOVICTBa NPUIoOXeHnem
HE 6y,qu OCyLLEeCTBINATbCA, €CITM OHO HE aKTUBUPOBAHO.

YT100bI HAYaTb aKTUBaALMUIO:
1. Ortkpoiite npunoxeHme. OTKPOETCA OKHO NPVBETCTBUS.
2. Haxwmute kHonky Hanee.
3. BbiBepuTe TN akTMBALIMU:
® Yto6bl Ha4yaTb Neprom NPoBHOro Mcnonb3oBaHUs, BblbepuTe THM
akTuBaumm BecnnatHas Bepcus,ecnu aToT BapuaHT AOCTYNeEH, U
HaxmuTe kHonky Hanee.
® Y700bI MCNONb30BaTh MOSHYHO JIMLEH3NOHHYIO BEPCUIO, BbiIbepuTe
Homep noanucku B Ka4yecTBe TuMa akTMBaLMN U HAXMUTE KHOMKY
[anee. BBeanTte Baw HOMep noanmckn n Haxxmmte OK.

4. HaxmunTe kHoMKy [a v BbiGepuTe ToUKy AOCTyNa K MIHTepHeTY, YToGbI
NOAKMIOUYNTBCS K Cry>k6e 0BHOBMNEHUS 1 3anyCTUTb 3arpy3Ky OOHOBNEHUI.
MpunoxeHne nogkntoyaeTcs k crnyx6e 06HOBNEHUIN 1 NepenaeT B Hee Ball
HOoMep noanucku. Bo Bpems BbINOMHEHUS NEPBOro 0GHOBMNEHMS
NpUNoXeHne 3arpyxxaet HoBenLwyo 6a3y AaHHbIX C ONMUCAHNEM BUPYCOB.

5. o 3aBepLleHUn 3arpy3kun NosSIBNSETCA coobLeHMe 06 YCreLHoM
BbIMONHEHUM PEerMcTpauumn n akTeauumn npunoxeHus. Ytobbl 3aBepUnTb
NpoLecc akTMBaLmmn, HaxmMuTe kHonky OK.

6. [locne Toro Kak NPOLIECC aKTUBALIMW 3aBepLUEH, NPOU3BEANTE MOUCK
BMPYCOB Ha YCTPOWCTBE, YTOObI yOeanTbCH, YTO BUPYChl Ha YCTPONCTBE
oTcyTcTBytOT. CM. pa3gen Touck supycos Huxe.

o Cnedyem npou3eodumsb MOUCK 8UPYCO8 Npu Kaxdom 3arpoce
MPUIOXKEHUST Ha 8bIMNOJIHEHUE CKaHUPOB8aHUSI.



2. [lowuck Bupycos

O6paboTka
3apaXXeHHbIX
dannos

F-Secure Mobile Security paboTtaeT B OHOBOM pexXMMe 1 BbIMOSTHAET
aBToMaTu4eckoe CKkaHupoBaHue (hannoB Ha HanMyMe BMPYCOB.

1. Ecnv BO BpeMsi CKaAHMPOBaHNS B pEXUME pearibHOro BpeMeHn obHapyxeH
BUpYC, oToBGpasntca coobuieHme. Haxmute [a, 4ToObl NPOCMOTPETL
3apaxeHHbI dann, unm Het, 4Tobbl 3aKpbITh MANoroBoe OKHO.

2. B okHe npocmoTpa 3apaeHHbIX (aiinoB COAEPXUTCS CMIUCOK 3apadKeHHbIX
hannoB Ha yCTPOWCTBE M COCTOsIHME (hanna (Ha KapaHTUHE Unu
BOCCTaHOBJIIEH).

YTto6bl npocmoTpeTb NogpobHblie cBeAeHNs1 0 3apaXKeHHOM haine:

1. BbInonHuTe NpoKpyTKY 40 3apaxXeHHOoro danna u HaxxMuTe KHOMKy Bblbopa.

2. BebibepuTe MpocmoTp.

3. B npeacrtasneHnmn «O 3apaxeHnn» GyayT oTobpaxeHbl creaytoLme
CcBefeHus: NyTb K 3apaxXeHHoOMY hainny, nmsa aTtoro ganna, HassaHue
BUpYyCa, KOTOPbLIM 3apaXkeH hawni.

Y106LI 06paboTaTh 3apaxeHHble hannbl, BbINONHUTE crneayrolmne AeNCTBUA:

1. B okHe NpocMOoTpa 3apaxeHHbIX hannos BbibepuTe 3apaxeHHbIn dann,
KOTOpbIN Heobxoammo obpaboTaTts.

2. HaxmuTe kHonKy BbiGOpAa.

3. BbibepuTe 04HO U3 crieayroLmx AeACTBUIA:

° YpanuTb - yaanutb 3apaxkeHHbIn dann. PekomeHnayeTcs BoibupaTth 3Ty
komangy. Pann Oyget nonHOCTbo yaaneH n3 ycTponcTaa.

® Ha kapaHTUH — n30N4aUna 3apakeHHoro ganna, ecnuv aTo eLle He
caenaHo. Pann, oTNpaBneHHbIN Ha KAapaHTUH, BNOKMPYETCA N HE MOXET
NPUYUHUTD Bped YyCTPONCTBY, korda npunoxeHue F-Secure Mobile
Security BKITHO4EHO.

° BoccTaHOBUTL — BOCCTAHOBUTL (hais, MOMELLEHHbIN Ha KapaHTuH. Mpwn
BbIOOpe 3TON KOMaHAbl C N30NMpOBaHHOTO ¢harina cHUMaeTcs
Bnokmposka. Bbl nonyyaete kK HeMy JOCTYN U MOXeTe UCMOoNb30BaTh ero
Ha CBOM CTpax M PUCK.

3. 3anpeuweHne HeCaHKUMOHUPOBAHHOIO CETEBOIro Tpadumka

Bbi60op ypoBHS
3awwmThbl

B nporpammHom obecneyvennn F-Secure Mobile Security 6paHamayap
HopMarnbHO paboTaeT B hOHOBOM pexunme. OH KOHTPONMPYET BXOAALLME U
ncxogswmne ceegeHust 3 MiHtepHeta n ceteBor Tpaduk, a Takke salimaeT oT
MonbITOK NPOHMKHOBEHMS. MNpeaBapuUTENbLHO ONpeaeneHHbIE YPOBHU 3aluUThbl
ans 6panamayapa no3BossioT UBMEHUTL YPOBEHL 3aLLUUTLI B COOTBETCTBUM C
noTpebHOCTAMY Nornb3oBaTernsi.

Y106bI BblﬁpaTb YpPOBéeHb 3alunThbl, BbiNONTHUTE crieayrowmne AeﬁCTBVIﬂ:
1. Tlepengute K MeH HacTpoku n HaXXMMTe KHOMKY BbIGopa.
2. BblbepuTte Bpangmayap B criMcke BbiGopa HacTpoex.
3. BblbepuTe HyXHbIl YPOBEHb 3aLLUTDI:
® 3anpeTtuTb Becb ceTeBOM Tpachuk — 3anpeLlaeT BeCb CETEBON Tpaduk.
° Bblcokuii - — paspeluaeT 3anyck Hanbonee 4acto UCNONb3yeMbIX
NpUNoXeHU 1 BriokMpyeT BeCb BXOOALLNIA Tpaduk.
® OObI4YHbLIN - — pa3peLlaeT BCe NcxoasLime coeanHeHuns n bnokmpyet
BeCb BXOOALLMI TpadhuK.
® Paspewuntb Becb ceTeBo Tpathuk — paspeLleHne BCEro CeTeBoro
Tpaduka.
® HactpauBaembil — ypOBEHb, KOTOPbIN paspeLlaeT ceTeBon Tpaduk Ha
OCHOBE COBCTBEHHbIX HAacTpanBaeMbix Nonb3oBatenemM npasun. YTobbl
N3MEHUTb HacTpauBaeMbli Habop nNpasun, BeibepuTe MNMapameTpbl >
MN3meHuTb HacTpauBaembie nNpaBuna, ecnu BeldpaH ypoBeHb 3aLLuThbl
HactpauBaembin.



4. 3awwuTta KoHdMOEeHUNnanbHbIX CBEAEHUM

KMcnonb3oBaHue
BnoKnMpoBKu
yCTpoOWncCTBa

Vicnonb3oBaHune
doyHKLUMN
3aWmTbl OT
Kpaku

B yaaneHHOM
pexunme

CpencTBo 3almThl OT KpaXy UCKITHYaeT HECAHKLMOHNPOBAHHOE
NCMNOMb30BaHUe yCTPONCTBA UIN XPAHSLLMXCS HA HEM AaHHbIX B CIly4Yae Kpaxu
YCTPOKMCTBA.

o nOCKOﬂbe Kapmabl rnaMmamu MOXXHO J1eeKo yc)anumb, onsa
obecneyeHusi 6esonacHocmu XpaHume KOHd)udeHuuaanb/e
ceedeHusi 8 namsimu ycmpo:]cmsa, KOMOPYH MOXXHO
336170Kupoeamb usiu oyucmumse C riomMowbro Cf)yHKL(LIU 3awumel
om Kpaxu.

CpencTBo 3almThl OT KpaXn MOXET aBToMatnyeckn 3abnokMpoBatb

YCTPOWCTBO B criy4yae cMeHbl SIM-kapTbl B HeM. 3abnoknpoBaHHOE YCTPOMCTBO

MOXHO pa30rioKMpoBaThb TOSBKO C MOMOLLBIO KOAa GIOKMPOBKN.

HacTtpoika 6nokMpoBKM yCTPONCTBA:

1. Tlepengute Kk MeHo HacTpokn n HaxxMmTe KHOMKY BbiGopa.

2. BblbepuTe 3awMTa OT Kpaxku B CNMCKe BblGopa HACcTPOoeK.

3. Bseaute kop GriokMpoeku. Kog 6rnoknpoBku AoMmKeH coaepxaTb He MeHee
5 cumBonoB. CoxpaHuTe ero B HaAEXHOM MecCTe.

o Baw ko0 6rnokuposku 3aujuujaem HacmpoUku ¢hyHKUUU
3awumsi om Kpaxu. Neped uameHeHUeM HacmpoekK hyHKuUU
3awjumbl om Kpaxu HeobxodumMo egecmu mekyuul Koo
6r10KUpoBKU.

4. Ecnu TpebyeTcs 3abrnokMpoBaTb YCTPOCTBO B criyyae cMeHbl SIM-kapThbl,
BbibepuTe [a pagom ¢ nyHkTom Ernokuporath npu cmeHe SIM-kapThbil.

®PyHKUMA yaaneHHOW 3aLnTbl OT KpaXku NO3BONSAET OTNPaBuUTb Ha YCTPOWCTBO
TekcToBoe SMS-coobLleHne ¢ kogoM BrokMpoBKK, YToObI 3abrokupoBaTb
YCTPOWCTBO UMK CTEPETL C HErO BCHO MHGOPMALMIO.
HacTtpoika yaaneHHoro pexuma ans oyHKUUM 3almThbl OT KPaXu
1. Tepengute K MeHO HacTpourku 1 HaXXMUTE KHOMKY BblGopa.
2. BbibepuTe 3awmTa OT Kpaxku B CNMcKe BbIGopa HACcTPOeK.
3. UYT06bl MMETH BO3MOXHOCTE 3a0ITOKMPOBATH YCTPOWCTBO B YAaneHHOM
pexvMe, BbINOMHUTE crneaylolmne 4encTBus.
a. Beepgute kon GrnokMpoBKKM, €CNN OH €llle He 3afaH.
b. BkniounTte dyHKUMIO YaaneHHas 6rokupoBka.
3abnokmpoBaHHOE YCTPOMCTBO MOXHO pa3briokmpoBaTh TOMBKO C MOMOLLIbHO
Koga B6rokupoBKy.
4. YT06bl MMETL BO3MOXHOCTb CTEPETb AaHHble C YCTPOWCTBA B yaaneHHOM
pexvMe, BbINOMHUTE cregyolme 4encTBus.
a. Beegute kon ctupanusn. Koag ctvpaHusa gormkeH cogepaTe MUHUMYM
8 cumBornoB. CoxpaHuTe ero B HaAEXHOM MecCTe.
b. Bkntounte hyHKUMIO YaaneHHoe cTupaHume.
[Mpn ouncTke yCTpomncTBa BCe COXPaHEHHbIe Ha HEM AaHHble ByayT
yAaneHsbl.

Y106bI 336]10KVIpOBaTb yCTpOFICTBO Wnun yaanunTtb C Hero Bce AaHHbIe B yaaneHHOM
pexume, BbINOMHUTE crnepyrowjmne AeNCTBUA.

® Yrto6bl 3abrnokupoBaTh YCTPONCTBO, OTNPaBLTE Ha HEro
SMS-coobLeHune cneayowero cogep)xaHus:

#LOCK#<kon Grmoxuposkyr> (Hanpumep, #LOCK#abcd1234)
® Y700bl OMNCTUTL BCE AaHHbIE C YCTPONCTBA, OTNpaBbTe Ha HEro
SMS-coobLeHune cneayowero cogep)xaHus:
#WIPE#<kon ctumpanus> (Hanpumep, #WIPE#abcdl234)



5. OO6HoBreHWe nNpoaykTa

AeTomaTuyeckne  F-Secure Mobile Security BkntoyaeT cnyxby aBToMaTMyeckoro 06HOBMNEHNS,
OOHOBMEHNs  KoTopas npegycmaTpuBaeT perynsipHoe obHoBneHne 6a3bl AaHHbIX C
onucaHuem BmpycoB. Tonbko obHoBNeHHas 6a3a AaHHbIX C ONMCaHMEM BUPYCOB
MOXET 3alUTUTb YCTPOMUCTBO OT HOBEWLLMX BUPYCOB. PyHKLUNSA
aBTOMaTU4eCKOro 06HOBMEHNS MOXET MCMOMNb30BaTbCs NOCHE akTUBaLMK
npoaykra.

[ns BbINONHEHUS OGHOBNEHUS OIS NPUNOXKEHUS HEOBX0AMMO Hanuyne
aKTMBHOIO noAkntodeHust kK MHtepHeTy. Ecnv gocTynHo noaknoveHue K
VIHTEpHETY, NpunoxeHne NpoBepsieT, koraa 6asa f4aHHbIX ¢ ONUCaHUEM BUPYCOB
obHoBnsINach B nocrneaHuii pas. Mpu HeoGXOAMMOCTM BLINOSHAETCS 3arpy3ka
obHoBREHUI.

OBGHOBMNEHNE  YTOGLI OGHOBUTL NPUIIOKEHME, BbINOMHUTE Cneaylolmne AeNCTBUS:

BPY4YHYO 1. TlepenguTe K MEHIO 3aluuTa OT BUPYCOB W HAXMUTE KHOMKY BbiGopa.

2. Bbibepute OGHOBUTL ceivac.

3. BbibepuTe TouKy gocTyna B VIHTepHET Ansi NOAKMIOYEHNUs K cepBepy
obHoBneHun. byoert BbinonHeHa aBToOMaTnyeckasi 3arpyska nocrnegHemn
Bepcumn 6a3bl JaHHbIX C ONUCAHNEM BUPYCOB, KOTOpasi HEMEeAIEHHO HaYyHeT
NCMNOmb30BaTbCS.

4. MMocne 3aBeplleHNss 06HOBNEHUS BbiGepuTe oTBeT [la Ha BoMnpoc,
Npon3BECTU N NOUCK BUPYCOB Ha ycTponcTtae. CM. pa3sagen lNouck supycos
BbILLE.

O6HoeneHnsi  Ecnu goctynHa HoBas Bepcus F-Secure Mobile Security, otobpaxaeTcs
Bepcun  cooblueHue ¢ npeanoxeHmem 3arpysutsb ee. o 3aBeplueHnn o6HOBNEHUS
NpuUNoXeHve nepesanyckaeTcs aBTOMaTU4eCKM.

TexHnyeckasa nogaepxka

[na nony4yeHus ONONHUTENBHBLIX CBEOEHWUI 3arpy3nTe pyKoBOOCTBO
none3oBatens F-Secure Mobile Security for S60 User’s Guide (BOCTYNHO Ha
aHrnmMnckom s3bike) ¢ Beb-yana http://mobile.f-secure.com/

Ecnun Bo3HMKIM BONpPOChI, OTBETLI HA KOTOPbIE HE CodepXaTcsl B pyKOBOACTBAX
U1 MHTEPaKTUBHBIX CIyGax, MOXHO CBS3aTbCS C pacrnpocTpaHuTenemM
F-Secure nnun obpatutbcsa Hanpsimyto B koprnopauuto F-Secure.

3AABIIEHVE OB OTKA3E OT OTBETCTBEHHOCTU

«F-Secure» 1 CMMBOI-TPEYronbHUK ABMSIOTCA OXpaHAEeMbIMM TOBapHLIMU 3Hakamm Kopriopauum F-Secure, Ha3aBaHWs NPOAYKTOB,
cuMBOMbI M norotunbl F-Secure ABRAKOTCA OXpaHsieMbIMK TOBapHLIMM 3Hakamu kopnopauun F-Secure. Bce HasaHus
NpoAYyKTOB, YNOMsiHYTble B AaHHOM AOKYMEHTe, SIBMSIOTCA TOBAapHbIMU 3HAKamMu WM OXpaHSeMbIMU TOBapHLIMU 3HaKamm
COOTBETCTBYIOLWMX BragenbLes. Kopropauysi F-Secure oTka3biBaeTcst OT UMYLLECTBEHHOO NpaBa Mo OTHOLIEHUIO K TOProBbIM
3HakaM M Ha3BaHWsSIM ApYrux npoaykToB. XoTsi kopriopauusi F-Secure npunaraer Bce ycunusi Ansi 06ecrneyeHust TO4HOCTH
npvBOAUMBIX CBeAeHWiA, kopnopauusi F-Secure He ByaeT HECTU OTBETCTBEHHOCTM 3a Niobble OWMOBKM MM NPOMyckn hakToB,
nmMetoLmecs B AaHHOM aokymeHTe. Kopnopauws F-Secure coxpaHsieT 3a co6oii NpaBo M3MEHATL CBEAEHWS!, TPUBOAVMbIE B 3TOM
[NOKymMeHTe, 6e3 NpeaBapuUTENbLHOTO YBEAOMIEHNS.

KOMI'IaHI/II/I, WMeHa W Oatbl, UCnorb3yemMmble B 3TOM [OKYMEHTe B KaydeCTBe NMpUMepoB, ABMAKTCA BbIMbILIIEHHbIMU, €Cnn He
OroBOpeHoO nHoe. Hwukakas yacTb HacTosLero AOKyMeHTa He MOXeT ObITb BOCnpoussedeHa nnu nepefaHa B Kakow Obl TO HU
6bino CbOpMe M Kakumu 6bl TO HU BbINo cpeacrteamu, 6y[:lb TO 3MEKTPOHHbIE UMK MeXaHW4YecKkne, ecrim Ha To HET NMCbMEHHOro
paspeLuerusi kopropauum F-Secure.

OTOT NPOAYKT MOXET BbITh 3aLLMLLEH OHAM UM HECKONMLKUMK NaTeHTamn F-Secure, BKnioyas cneaytoLne:
GB2353372, GB2366691, GB2366692, GB2366693, GB2367933, GB2368233, GB2374260

© Kopnopauusi F-Secure, 2009 r. Bce npaBa 3aluuLleHbI.
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